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Executive Summary

The vision behind this report is the transformation of the energy system in a
different level of abstraction to manage the elements of the system in the same
manner as the element of a computer network. This abstraction procedure
could be achieved by defining the Energy Packet (EP), an equivalent element
of the data packet in the Internet Protocol (IP). This equivalence brings to the
description of the Energy Packet as a quantized packet of energy that can be
stored and routed in an energy network. In this sense, the use of the power
converters seems very suitable because of their capability of shaping the current
flow in the electrical grid. Moreover, given that the IP represents only part of
the Open System Interconnection (OSI) model, the packet dispatching could
describe only a part of a more extended view. This approach will allow the
electrical grid to be seen as a hardware-independent layer.
The use of the internet technology as a reference for the proposed vision
could inspire a complete restructuring of the energy system, paving the way
for a complete change of the grid topology and automation applications for the
electrical system, the energy management systems, and the business model and
regulatory framework to move this approach into the market.
Research activities based on this approach are emerging in Japan, the US
and China, and it seems necessary to start a similar analysis also in Germany
in order to develop a concrete experience in the same direction.
At this moment, some different solutions have been proposed, but in general
the Energy Packet topic is quite innovative and, therefore, there are still many
aspects that have not been investigated yet. Starting from an analysis of the
most recent results in this topic, the role of the present report is to find the
basis that allows to identify some fundamental research questions that should
be investigated in future research activities in order to possibly enhance the
incentive to realize lab infrastructures dedicated to the EP.
For this reason, each chapter has defined challenges and possible actions
that should be taken to move towards the direction of a more quantized and
discretized energy system.
In the first chapter, a review of possible grid architectures, control and automation techniques that could be applied to the Energy Packet vision is realized. The chapter describes the grid architectures that have been proposed
in literature and highlights the challenges that should be addressed in order to
make the grid infrastructures able to perform the dispatch of energy packets.
Therefore, the control strategies are investigated in order to show how the new
proposed concept should completely transform the algorithms and the objectives
that the different control technologies should take into consideration. Finally, a
possible solution to manage the exchange of the information among the nodes
is described, from where it clearly appeared that managing the information is
necessary to perform a correct routing of the energy packets.
In the second chapter, the interest is put on converter topologies that could
enhance the application of the Energy Packet vision in the electrical grid. The
exchange of the information associated with the energy packet is investigated
and different techniques are described. First a communication with additional
circuity and then communication techniques with DC link voltage variations are
described. Based on the idea of obtaining bidirectional power flows and ports
with different voltage levels, the analysis of different converter topologies are
2

performed. Moreover, the analysis of the different converter topologies shows
how the different configurations could integrate the transmission of information.
The third chapter investigates the interactions and infrastructures needed
to realized packetized energy management. The increasing complexity of the
energy system makes control becoming even more difficult, so traditional approaches are no longer suitable. Therefore, the formulation of the optimization
problem for the Energy Internet is currently an important research topic and is
pursued with various approaches. An approach known as the Packetized Energy
Management (PEM) is based on the exchange of energy in packets due to time
discretization. The integration of energy storage systems plays an important
role in PEM and is studied in many aspects, such as peak-load shifting, primary frequency control, as well as the integration of high shares of renewable
energy sources.
In the last chapter, some statements about the factors that affect the adoption and diffusion processes of a Blockchain-based business model are made.
Theoretical models of economic theory as well as practical, comparable innovations like TCP/IP are examined. From this it is derived which overarching
issues result for the Energy Packet vision due to the use of Blockchain, such as
critical mass, regulation, integration into existing systems and legal frameworks,
cyber security and energy consumption. Using these results an initial direction
on how potential market models could be constructed is given and what aspects
need to be taken into consideration.

2

Introduction

The ongoing sustainable energy transformation is questioning the way in which
the electrical system has been operated for a long time. In this sense the new
characteristic of generation requires a move towards a more generation-driven
mode of operation. One of the main aspects that have been deeply investigated is the possibility of increasing the flexibility that can generally be seen as
the ability to provide secure economical supply-demand balance across spatial
and temporal scales [1]. This flexibility is limited and then Demand Response
(DR) and Demand Side Management (DSM) can definitely support the transition process but they cannot be considered as long-term solution in a vision
of an energy system that is completely based on Renewable Energy Sources
(RES). A new concept can be considered to remove the condition of synchronicity between generation and consumption that could take inspiration from the
communication technologies. This could result in a packet-based solution where
the key aspect is the dispatch of quantized packets of energy that travel asynchronously through the grid. The growing presence of storage devices in the
energy system can allow the implementation of such an innovative approach,
decoupling between demand and generation and improving the use of the infrastructure capacity. Following the foundation of the internet technology, the
quantized packet of energy to be dispatched should be encapsulated into data
information necessary to route the packet. In an Energy Packet-based network,
the power electronics converters, which interface the Distributed Energy Resources (DERs), the Energy Storage Systems (EESs) and the loads with the
electric grid, could be used to generate the packets and perform the dispatch.
Furthermore, there are two more considerations in support of this vision: (i) at
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the user level, many components operate in a way that is naturally close to a
packet concept such as batteries or heating systems; (ii) at market level, today’s
trading is already based on quantized amounts of energy.
This new quantized approach for the energy system can be considered part
of the Energy Internet vision [2], where the Energy Packet could represent the
key element [3]. The term Energy Internet describes a complete different approach compared to the Internet of Energy (IoE). The IoE refers to the use of
the Internet technology in support of the smart grid applications, whereas the
Energy Internet describes a revolutionary approach that tries to take inspiration
from the Internet for radically changing the energy system.
The present report, starting from this vision, analyzes through literature
review the state of the art of the proposed energy-packet approach and highlights
which challenges should be addressed to adapt the present grid components, grid
architecture and automation, energy management systems and business models
to the new quantized dispatch of energy packets in the energy systems.

3
3.1

Router Architecture and Automation
Grid Topology and Hardware

The vision behind the Energy Packet approach is the transformation of the
energy system in a different level of abstraction that takes as a reference the
computer network applications. In the idea of the Energy Packet (EP), the
energy system based on RES is completely redesigned to remove the condition
of synchrony between generation and consumption. Therefore the energy is
quantized and the Energy Routers perform the storing and the routing of the
packages through the best route.
The Energy Packet represents a very innovative application of the Energy
Internet concept that represents instead a wider vision, including solution with
quantized and continuous power flow (where the solutions with continuous power
flow have been mainly studied) [3], [2]. However, the Hardware, Topology and
Automation solutions could be valid for both cases, requiring some specific
changes in the Energy Packet application.
Based on the internet approach, a large-scale wide area could be divided
into small area networks [4], where several households are interconnected and
exchange energy packets among them. Therefore, each local area is connected
to the larger grid managed by the Distribution System Operator (DSO). This
interconnection would be realized by means of power electronic converters implementing both power forwarding and information exchanging [4]. This interfacing
element is defined as the Energy Router and represents the key technology to
enhance the realization of the Energy Internet [2]. The information exchanged
among the nodes is linked with the energy packet transmission, therefore the
Energy Router should integrate power electronic modules but also a communication infrastructure and a local intelligence.
Three possible categories have been defined for describing the energy router:
SST-based E-router, multiport converter (MPC)-based E-router and power line
communication (PLC)-based E-router [2], [5]. The first technology implements
an interface between the medium voltage distribution bus and the AC or DC
low voltage area based on the Solid State Transformer (SST) technology [6].
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The SST has three different ports. A high-voltage AC to DC power conversion
stage that connects the grid to a main DC bus and two ports to produce a
regulated DC bus and an AC regulated bus. The communication module could
make use of different communication technologies such as Ethernet, Zigbee and
wireless LAN. The SST-based E-router also implements a controller where energy dispatch and energy management of the local area are present [2]. The
MPC-based E-router allows a higher flexibility and integration of sources, storage units and loads [2]. The multiport defines a multiple input-output power
converter, interfacing with different sources, storage units and loads and can
support bidirectional power flow among different ports [7]. The PLC-based Erouter can achieve energy and information transmission, using the grid as a
common medium. On the one side, this helps reducing the infrastructure and
the investment on the network, but on the other side reduces the transmission rate and the bandwidth [2]. Moreover, signal attenuation and noise could
become relevant aspects.
Recently, some technologies have been implemented to perform simultaneous transmission of power and information. An innovative approach has been
presented in [8], [9] for the generation and dispatch of the energy packets. The
new system is based on the definition of special power electronic devices, the
Mixer and Router. The Mixer collects the sources and dispatches the packets,
the Router receives each packet and forwards it to the receivers. In this configuration each packet is labeled with header and footer describing the dispatching
path (the destination load) and the end of the packet, respectively [8]. The
coding is obtained by rapidly varying the voltage level of the power signal. This
structure represents a completely innovative realization, posing some difficulties
on the possible realization.
As described in [8], the quantized packet of energy to be dispatched to a
destination host should be encapsulated into blocks of data. This reflects the
foundation of the internet technology that describes the procedure for packet
routing and encapsulation of the data based on the IP. Moreover, to perform
a correct routing, the different elements connected to the electrical grid should
have an address in the same way as the hosts in a computer network. This
defines some challenges that can be divided into:
• Address assignment;
• Topology reconfiguration; and
• Interaction between local and wide area.
Address assignment:
The assignment of the address for each node of the local area requires a
certain standardization that could eventually follow the Internet protocol. Each
local area should have its own set of addresses to perform the packet routing.
For each node the address must be uniquely defined in the local area and the
updated list of addresses has to be shared among the nodes. The way in which
the addresses are assigned would probably depend on the grid configuration
utilized. For example, the bit assignment in Table 5 reveals to be strictly related
to a specific grid configuration, as described in [9], and is quite limited from the
point of view of the number of data exchanged. This is due to the fact that the
realization of the header and footer is obtained by rapidly varying the voltage
5
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Figure 1: Possible example of interconnection of the Local Network with the
Distribution Grid
level from zero to the nominal value that the receiver decodes as zero and one.
This approach has the disadvantage of not keeping a constant voltage on the
main bus and, therefore, cannot be used for transmitting longer messages.
In a more flexible approach described in [3], each node has the ability in
the local area to send and receive energy packets and therefore each one should
receive a specific address and must have the ability to dispatch the packets. In
the vision of creating a system able to manage energy packets, a set of possible
components can also be identified:
• Packet generator : a device able to encapsulate energy in a packet together or in parallel with the related information and to dispatch it in the
network;
• Packet router : a device able to receive an EP (short-term), store it and
forward it towards a node along the most appropriate path;
• Packet storage: a device able to store EPs short or long-term together
with their information content;
• Packet user : a device able to extract an appropriate packet from the
network based on the included information;
• Packet converter : a device able to transform an EP from one energy
carrier to another energy carrier, like an Internet hub/switch. This type
of device may connect discretized and continuous grid operations.
Topology reconfiguration:
In a packet-based electrical grid, each node intermittently dispatches quantized packets of energy to specific receivers. This results in a grid that modifies
the topology at each time a certain component is connected to or disconnected
from the grid. In this case the system must be considered as time-varying and
therefore other techniques must be used for analyzing the stability [11]. This
analysis could also be connected to graph-based analysis, given that the local
6

Figure 2: Example of application of the Distributed Volt/VAR algorithm in the
Distribution Grid as described in [10]
area network could be seen as a graph [4]. Moreover, deciding which components
should transmit and receive the energy packets, and how many could simultaneously transmit, are two more open question. The number of devices that should
transmit could be based on the calculation made by a central intelligence that
aggregates the generation power available in each generator and the requested
power by the loads. The central manager could decide where to allocate the
packets and define the routing path between generators and loads. The same
concept could be applied in a distributed manner, where each generator broadcasts its available power to the loads that can request for it. Moreover, the
transmission capabilities of the local area and of the devices, together with the
transmission strategy itself, will determine the number of devices that simultaneously could transmit.
Interaction between local and wide area:
The interaction between local and wide area networks seems to be an aspect
of the EP that has not been studied yet. This is reasonable because there are
still many questions to be addressed in the local area and therefore the interaction is kept for a second stage of investigation and development. However, a
concept that is highlighted in the analysis of the EP is given in this section: the
quantization into packets of the energy provided by the wide area network. This
characteristic could be solved by introducing an intelligence able to estimate the
mismatch between load and generated power in the local area network. In the
case of a negative mismatch, a request for an EP able to compensate for the lack
of generation could be made to the wide area network. It is clear that the continuous flow of power from the wide area to the local area cannot be considered
valid in the case of the EP-based electrical grid, where the intermittent power
flow introduces some modifications on the typical control algorithms. Therefore,
the main condition for the voltage control to consider constant the voltage at
the Point of Common Coupling (PPC) [12], becomes weaker in the proposed
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(b) MPC-based E-router

(c) PLC-based E-router

(a) SST-based E-router

Figure 3: Possible solutions for the E-router implementation from [2]
vision. A possible solution could be to maintain the voltage control locally
(as described later) and to connect the wide area as an additional generator of
the local grid, without considering it as a fixed voltage point. The controllers
in the grid-connected mode should also consider the limit of the transmission
capacity while dispatching power packets among the nodes and from the wide
area. Some optimization techniques, in a distributed manner, could be applied
in order to prevent congestions and reduce the operational costs. For example,
in [10] a consensus-based Volt/VAR control has been applied to a Multi Agent
System (MAS) composed by multiple local controllers interacting through the
communication network. The proposed application makes use of a leader-less
asynchronous gossip-like approach between different couples of agents in order
to minimize the reactive power losses on the lines.
Another interesting aspect strictly related to the architecture and the network topology is the placement of the energy routers. In [13] an optimal placement based on particle-swarm optimization has been developed in order to eliminate overloaded lines. Since the energy storage represents one of the key elements of the Energy Packet vision, the optimal technical placing of the storage
systems in the grid could be very problematic. In this sense, the authors in [14]
and [15] have defined procedures for optimally allocating the energy storage systems (ESSs) in a standard distribution network (with continuous power flow).
The procedure defined in [14] applies a multi-objective optimization that takes
into account many different aspects such as network voltage deviation, feeders/lines congestion, losses and ESSs investments. In [15] a strategy for the
optimal number, placement and sizing of ESSs in low voltage distribution network is described with the objective of preventing the over- and undervoltages
in a LV network. The same approach can also be applied to a DC isolated
system as described in [16].
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3.2

Control and Automation

The electrical network solution for the Energy Internet proposed in [4] and [2]
exhibits local areas connected to a wide area network. This section focuses on
evaluating different control and automation techniques applied to the local area
and on the interface between the local and the wide area network.
In this structure the two areas can be considered separated and autonomous,
reflecting the internet network technology, where the Energy Router (described
in Section 3.1) represents the equivalent of the Internet Gateway in the Internet
Protocol (IP). With this approach the local area could work connected to the
grid or, eventually, also isolated [17]. In the area of the Energy Internet various
solutions have been presented where local and wide areas are both AC systems,
both DC, or mixed DC/AC. The connected or isolated condition of the local area
could be considered similar for all these different cases, therefore the analysis
in this section takes into considerations automation solutions that could be
applied for all the cases, highlighting the different grid configuration where
these solutions have been applied.
It has to be highlighted that, to the best knowledge of the authors, control
and automation solutions for packet-based electrical systems have not been investigated yet. Therefore, this section describes possible applications of control
algorithms, monitoring solutions and communication protocols that could be
eventually used in a grid characterized by an asynchronous dispatch of energy
packets. These solutions are described in terms of how they have been applied in
the literature and how they could be modified in order to support the proposed
new vision. As previously asserted, an energy internet architecture solution applied to the electrical grid varies between fully AC to fully DC. However, it is
also clear from Chapter 4 that most of the solutions where energy packets have
been applied are DC-based. Although the majority of the solutions for the EP
consider a DC grid, for completeness it has been decided to review and describe
the challenges of control and automation solutions both for AC and DC systems,
given that both applications, to a certain extent, could be possibly applied.
Control
Grid-isolated (only local area):
The main condition in which the local area could operate is isolated; in this
case the router is disconnected from the wide area and the exchange of power
(also in the form of packets) is performed among the DERs of the isolated
microgrid [18–21]. In this configuration the regulation of the voltage must be
directly performed by the DERs [20], [22].
An interesting approach for controlling a local grid operating in isolated
mode is the distributed control based on the consensus [19], [21]. In this configuration, the voltage and frequency (in AC9) control and power sharing is
obtained by exchanging information among the nodes participating on the control of the microgrid [19]. The theory of the consensus applied to systems by
means of the graph theory is explained in [23] and it is applied to the electrical
system. The main idea of the controller is to reach an agreement among the
nodes of the graph communicating with their neighbors. The time to reach the
consensus is governed by the coefficients of the control algorithm and ideally
is always reached. In reality, communication delays and communication errors

9

Figure 4: Example of an application of the Consensus Algorithm for isolated
Distribution Grid as described in [19]
could eventually degrade the capability of the system to reach the agreement.
The consensus-based distributed control applied to the AC system consists of
regulating the voltage and frequency by guaranteeing the correct active and reactive power sharing based on the specified coefficients [19]. The application of
the distributed control has the advantage of not having a central intelligence,
which is a single point of failure for the system and to be resilient also to the
possible failure of one node of the graph.
In the DC system the control of the voltage and of the power sharing is
performed differently, given that the voltage and the power sharing are strictly
connected. For this reason [20] the droop-control is applied, where the voltage
reference is linearly decreased with the increase of the power output. This
method introduces current sharing degradation and voltage deviation. These
limitations are solved by using a distributed control also based on the consensus
where the output voltages and currents the converter are transferred to the
other converters using the communication network [20].
As previously said, the grid-isolated condition is the main condition of the
local grid in the energy packets vision. Therefore, from the description of the
control solutions for the case of an isolated grid it is clear that the control of
the voltage (and frequency in AC) should be performed locally. Among the
different techniques, the distributed control, where each active node takes the
responsibility for the control, appears to be the most interesting.
However, in the specific case of an EP-based grid, the number of nodes that
are transmitting packets change over time. This means that the communication
topology and the electrical grid topology are modified each time a new node
starts or stops transmitting a packet and a new node starts or stops receiving
it. This results in a variable Graph, representing the physical and communication connection among the nodes, affecting the performance of the distributed
control. This can impact the stability of the controller and can eventually force
the system to reach an undesired set-point [24].
Moreover, the changes on the grid topology can impact the stability of the
whole system, since it is clear that every different configuration represents a
different topology and therefore different stability characteristics. An offline
simulation could be run at each topology change to dynamically analyze the
stability of each different topology configuration defined by the number of devices that are transmitting and receiving EPs.
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Monitoring
Another aspect of the automation system is the monitoring to support the
automation functionalities [25], [26]. The coordination of the DERs previously
described makes use of the information obtained from the monitoring system,
that involves several elements [27]. As described in [25], [26], [28], [29] the
monitoring system suffers from the limited number of available measurements
and from the errors associated to the data.
A solution that has been introduced to compensate for errors in the data is
the state estimation (SE), a mathematical tool that acts as a noise filter [26].
To overcome the limited number of available measurements and to guarantee the observability of the system (necessary to perform the SE) the pseudomeasurements derived from prior information are used [30].
As previously described, the Energy Packet vision modifies the typical control and automation techniques [3]. In the case of a monitoring application the
described solutions should be modified given that the continuos changes of the
topology will determine uncertainties for the model to be taken into account by
the SE. For example, for each topology change the grid model that is used to
perform the SE must be updated in order to get an estimation that is coherent
with the status of the grid.

3.3

Management of the Routing Messages

As described in Section 3.1, the Energy Packet approach represents the application of the internet protocol to the electrical grid [3]. The main idea is to
correlate the energy packet with information that is useful for the packet routing. The new concept should refer to the basis of the internet technology for
defining the rules for the data encapsulation and packet routing [31].
One possible solution is the use of powerline communication (PLC), a technology that has been developed in the early 1900s, allowing the transmission
of the information superimposed on the power signal [32]. The PLC shows a
low-cost deployment compared to other wired communication technologies and
it has been deeply researched in the last decades [2]. However, it exhibits some
disadvantages when applied to the energy packet approach. First, the application of the simultaneous transmission of both energy and information with PLC
shows some limitations in synchronizing the energy packet and the information
associated to it [2]. Moreover, the PLC requires an independent infrastructure
for the signal injection, amplification and signal processing.
Therefore, different solutions have been developed in the direction of labeling
the packets with the information associated to sender and receiver. In [9] a
description of how the packet should be defined has been presented, composed
by header, payload and footer. The header describes the address of the source
and of the destination load with several bits. The footer defines the end of
the transmission and the payload is the packet of energy itself. An example is
described in Table 5 where the bit assignment is taken from [9].
A different approach for transmitting information together with the power in
a more flexible way has been presented in [33]. This strategy, called power/signal
dual modulation (PSDM), realizes a PLC with the power converters by modulating the pulsewidth modulation (PWM) of the converter. This new technique,
which is analyzed in Chapter 4, would allow the implementation of the encoding
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Figure 5: Bit Assignment as described in [9]
messages similarly as in the PLC [34]. The PSDM has not been applied yet to
the EP approach, however but seems to be a promising solution for synchronizing information and power signal to perform a correct packet routing.
These are many open questions related to the information associated to the
EP and how to perform the communication of multiple messages, in terms of
the number of devices and interferences. The packet transmission should take
into consideration the interferences between the different messages transmitted.
This is especially true in the case of using the PSDM technique, where the
messages superimposed on the power signal interacts among them affecting the
decoding procedure at the receiver side [32].
Moreover, there is an important feature of the EP that makes a big difference
compared to the Internet technologies: The EP cannot be lost. This is quite
an important aspect that can be simply explained from the fact that if in the
Internet technology a lost packet can be simply re-sent because the cost of
transmitting is irrelevant, in the Energy Internet this cannot be accepted. An
error in the packet dispatching could result in a packet delivered to a different
node that cannot keep it because it does not have enough available storage
capacity and it did not request it. The packet is therefore wasted and the
receiver will not accept to pay for it. It could also happen that a load requires
a packet but its message is not properly decoded by the generators. This case
is less problematic than the previous one, since no EP is sent and therefore the
re-transmission of the request can be performed.
Therefore, the messages exchanged by the nodes, generated with traditional
communication techniques or with PSDM, must be properly managed in order
to avoid packet losses or bad coordination of the resources. A possible solution
could be the implementation of a central coordinator combined with a decentralized communication among the nodes (peer-to-peer). The central controller
receives the messages from generators and loads and it decides how to better
allocate the resources and how to properly combine generators and loads, in
terms of the transmission path. It sends the answers to the different nodes
with the address of the associated load/generator. Afterwards, the message exchanged among the nodes during the packet transmission could be used to add
a “foorprint” to the EP containing the address of the sender and other relevant
data. The receiver can use the “foorprint” to correspond the received packet
with the information received by the central coordinator (that could eventually
be distributed in a Multi Agent System). In the case of an error in the dispatch,
the receiver informs the central coordinator that could take the decision of suspending the transmission, or it re-calculates the dispatch of the overall area to
take into account the error.
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3.4

Conclusion

In this chapter the grid architectures available in the literature for the implementation of an EP-based energy system have been investigated. From the review it
clearly appeared that most of the studies in the direction of the Energy Internet
did not consider the possibility of asynchronously transmitting energy packets.
Therefore, some challenges to perform a complete transformation of the electrical systems have been clarified and possible solutions have been presented. The
address assignment appears to be necessary for performing a correct routing of
the packets, whereas the continuous topology reconfiguration and the interconnection with the wide area will require a supervisory controller (centralized or
distributed). The control strategies presented in this chapter could actually be
used in the proposed vision, but some aspects associated to the continuous grid
and communication network reconfiguration would be taken into account while
defining the control strategies for the energy packets. Some problems could
appear if an error in the dispatch happens. In this case a central intelligence
(or possibly even distributed inteligence) could take the decision of blocking the
transmission of the packet or else modifying the routing paths.

4

Components for Energy Packet Networks

In this chapter we take a look at the possible power electronic converter topologies for an EP network.
To enable the converter in an energy packet network to exchange information
about the desired energy packet flow between each other, a communication link
is necessary. The ideal converter for energy packet routers must require as few
additional components as possible to establish a communication link between
each converter. A package of information should be generated by the same
power electronics that also controls the power flow, whereas for the receiver an
additional information evaluation circuitry is necessary. Additionally, to achieve
energy router operation of the converters a bidirectional power flow between all
converter ports is advantageous, as well as the connection of several different
voltage levels to the converter ports. With bidirectional power flow capability,
the direction of the routed energy packets is not restricted and the converter
is able to operate as a transceiver, rather than using different topologies for
a receiver or transmitter. The ability to connect different voltage levels to
each port of the converter allows the connection of different loads and sources
efficiently, since no additional voltage conversion step is necessary. For the case
of connection of different loads and sources to the same converter topology a
galvanic isolation may be necessary.

4.1

Establishing a Communication Link

To transmit information all the present approaches in the literature rely on an
influence of the DC bus voltage either via the used converter topologies or an
additional transmission circuitry. However, the used converter topologies differ,
and thus also do the implementations of the desired transmission of information
via a DC bus influence of the converters. In general, for a DC bus voltage
influence, four different implementation methods are mentioned in the literature:

13

• An additional transmission circuitry superimposes a high-frequency signal
onto the power line [35].
• The converter changes the entire system DC bus voltage in a small window
around the nominal bus voltage [36].
• The converter produces a stream of data via the variation of the switching
frequency (frequency-shift keying (FSK)) [37–40].
• The converter modulates a data stream into the voltage ripple of the DC
bus via phase-shift keying [41, 42].
Nevertheless, almost all methods transmit their information in bitwise manner
as a combination of ‘0’ and ‘1’ states.
Communication with Additional Circuitry
Using additional circuitry to establish a communication link between different
power electronic converters is the simplest approach regarding control, yet the
approach with the most additional components. This is due to the fact that all
converters in an EP network use an additional circuitry to create information
signals without influencing the modulation of the converter for power delivery. The working principle of the communication link established by additional
circuitry is explained in the following using one example of a superimposed highfrequency current signal onto the power line.
In the example of a superimposed high-frequency current signal on the power
line the EP network consists of multiple converters connected to one DC bus.
A main DC/DC or AC/DC converter controls the DC bus voltage to a fixed
value, whereas several other DC/DC converters are connected to the DC bus to
supply a specific voltage to individual loads [35].
Each converter has an additional circuitry for transmitting and receiving
data, respectively. To transmit data via the power line, the additional modulator
circuit of each converter uses frequency-shift keying. Frequency-shift keying
means that the signal state of the superimposed high-frequency current signal
on the power line is depending on the frequency value. The nominal frequency
of the superimposed current signal corresponds to an idle state, whereas a lower
frequency or a higher frequency corresponds to a ‘0’ or ‘1’, respectively. To
create this superimposed current signal a sawtooth-wave oscillator can be used.
The frequency value of this oscillator will then determine the signal state. Of
course the frequency of the oscillator must be distinguishable from the harmonics
of the switching frequency of the DC/DC converters connected to the DC bus.
Otherwise information could be lost [35].
The converter on the receiving end uses a demodulator to get all the information from the transmitting converter. A current transformer connects the
demodulator to the DC bus, since the signal is a high-frequency current. To
measure the high-frequency current, first a band-pass filter tuned to the frequency corresponding to the state ‘1’ is connected to the current transformer.
If a transmitted signal passes the band-pass filter a precision rectifier outputs
a demodulated voltage. An operational amplifier circuit measures the voltage
and a connected ADC converts the voltage into a digital signal for further processing [35].
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With this method bidirectional communication between two or more converters is possible. In the following, two methods for a bidirectional communication
link are explained.
The first method is to establish different frequency channels for data transmission and to receive data. In this method, a certain frequency range called
channel is assigned to each converter in the network that can be used for FSK
modulation. Hence, the case where multiple converters use the same frequency
to transmit or receive data resulting in a data conflict can be prevented. Nevertheless, the need for tuning the band-pass filter for each transmitter frequency
for the receiver at each converter is a disadvantage and would increase the complexity of the system [35].
The second method is the implementation of a dedicated communication
protocol. For instance, the communication protocol could consist of two different
modes for each converter in the EP network. During normal operation the
converters are in listen mode, whereas only one converter can transmit data. All
the other converters remain in listen mode during the transmission. Therefore,
only one frequency for communication is necessary and the data transmission
of each converter will not be in conflict. In a large energy packet network every
converter has to wait for their turn to transmit information, and thus with
increasing network size information may not be handled in time [35].
Communication with DC Link Voltage Variation
Establishing a communication link via the variation of the DC link voltage is
explained in the following with an illustrative example.
Again the energy packet network consists of several converters connected to
the same DC bus. All converters define their power flow based on the droopcontrol method. In this method, the data is modulated into the amplitude of
output voltage of the converters around their nominal voltage, resulting in the
voltage variations corresponding to the data to be received by other converters.
This is due to the fact that with varying DC bus voltage also the currents of
each converter change to maintain constant power at the connected load or to
maintain constant power as a source. A receiving converter notices the changes
in its output parameters, and thus the receiver decodes the data stream [36].
Full duplex communication in this concept is possible. If two converters are
transmitting information simultaneously and both converters need to receive
data at the same time, each converter control needs to calculate its own influence
on the output parameters. This means that the influence on the converter
output parameters of the own data transmitted needs to be neglected. Thus, all
changes to the output parameters not relatable to the converter sending its own
data stream are corresponding to another converters’ data stream. Therefore,
while transmitting data each converter is able to receive data as well. In the
literature full duplex communication for DC link voltage variation was only
tested for two converters simultaneously talking [36].
Additionally, if the DC bus voltage changes its nominal value, the converters
need a training sequence of data to adjust all decoder settings at the receiver to
the new nominal voltage. The training sequence needs to be sent periodically to
make sure a correct communication can be maintained. If the nominal voltage
changes and the training sequence is received, each converter at the receiving
end will automatically adjust the data link to the new voltage. Therefore, the
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receiver will still decode the data correctly, even though the nominal voltage
has changed [36].
Communication with Frequency-Shift Keying (FSK)
Contrary to communcation with additional circuitry, for a converter FSK is
achieved if the switching frequency is altered corresponding to the data transmitted. Every power electronics converter with forced-commutated semiconductor
devices has a defined switching frequency during its operation. Self-commutated
devices can be turned on and off at any given time, whereas line-commutated
semiconductor devices only turn off when the load current reaches zero. The
switching frequency superimposes a corresponding voltage ripple onto the DC
bus that depends on the output or input current ripple of the converter. Both
amplitude and frequency of the voltage ripple are directly correlated to the
switching frequency of the converter. Additionally, for some topologies the voltage ripple at the input or output side depends on the load connected to the
converter. Output filter size influences the amplitude of the voltage ripple and
usually the output filter is designed to avoid large voltage ripples. Since a converter topology acts as a transmitter and the DC power line carries the signal
to a receiving converter, only an additional receiver is necessary. A receiver
consists of an envelope detector and a band-pass filter to determine the load
status and is similar to a receiver for signals generated with additional circuitry.
Nevertheless, the lower part count is an advantage compared to a communication method with all additional circuitry. All the following examples use the
resulting DC bus voltage ripple for signal transmission [37], [38], [39], [40].
First, a converter can transmit a load status via variation of the switching
frequency. For example, for heavy loads, and thus high currents, the switching frequency is lower and for low loads the switching frequency is higher. Of
course, this method limits the communication to just a status update and no
energy packet routing is possible, since no bitwise data is transmitted [38].
Second, by defining two different switching frequencies as a ‘1’ state and a
‘0’ state, respectively, a bitwise data transmission is possible. Another nominal
frequency in the middle of both state frequencies is defining an idle state. In
normal operation the converter switches at nominal frequency, and thus this
state defines the listening mode of the converter. A converter in listening mode
can both start a transmission or receive a transmission [37, 39, 40].
Despite the fact that every converter with forced-commutated semiconductor
devices superimposes a voltage ripple onto the DC bus, not every converter
topology is suitable as transmitter or receiver. A buck converter in synchronous
operation is an example of a topology suitable for transmitting a signal. The
output current ripple of the buck converter is continuous and the amplitude does
not depend on the load. Therefore, the corresponding voltage ripple is stable
and usable as a signal for data transmission. In contrary, the input current
ripple is discontinuous and the amplitude depends on the load. Thus, a voltage
ripple on the input side is not usable as a stable signal source [40].
Signal quality is decreasing along the power line for increasing transmission length. For a long transmission length the low-pass filter behavior of the
power line will decrease the amplitude of the high-frequency signal, and thus
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the receiver may not be able to decode the information. A small duty-cycle
perturbation at half of the switching frequency amplifies the power of the communication signal. The depth of the perturbation controls the amplification of
the signal’s power. Therefore, for long transmission cables adapting the signal’s
quality is possible and the receiver is still able to decode the information [39].
With FSK the implementation of a communication over a common DC bus is
possible just by altering the control schemes of commercially available DC/DC
converter evaluation boards. Thus, FSK is a cheap method to implement an
energy packet network just with already available components [37].
Communication with Phase-Shift Keying (PSK)
A converter controls the power flow either with a variation of the duty cycle
of the pulse-width modulation (PWM) used for the switching signals of the
semiconductor devices or with a change of phase-shift between two converter
legs.
Comparing a constant value equal to the desired duty cycle with a triangular
or sawtooth waveform carrier signal generates the turn-on and turn-off pulses for
a PWM. To establish a communication with an already existing PWM controlled
converter, a data sequence is necessary. The data sequence consists of ‘1’ and
‘0’ pulses. A complete data sequence corresponds to the transmission of a ‘1’
to a receiver, whereas a different data sequence corresponds to the transmission
of a ‘0’. Every time the data sequence is in a ‘0’ pulse, the controller shifts
the phase of the carrier signal for the PWM by 180 degrees. When a ‘1’ pulse
occurs the controller shifts the carrier signal back to the original phase. Thus,
everytime a phase-shift occurs a voltage spike appears on the DC bus. This
voltage spike is detected by a special receiver circuit at another converter and
the information transmission is complete [42].
The previous phase-shift keying technique is implemented with rather high
effort due to the necessary data sequence. PSK on a converter with a power flow
control depending on the phase shift between converter legs is much simpler.
Only the differential phase between the converter legs corresponds to a defined
power flow. Therefore, a common phase shift for the converter legs does not
change the power flow, but simply superimposes a voltage ripple onto the DC
bus. The common phase shift is a phase shift perturbation at the start of each
switching cycle. A transmission of bit ‘1’ corresponds to an alternating positive
and negative common phase shift, whereas a transmission of a ‘0’ bit corresponds
to no perturbation at all. The receiver filters the signal transmission frequency,
and thus decodes the transmitted information. Analogously to the duty-cycle
perturbation for FSK the depth of phase-shift perturbation controls the signal
intensity. For long transmission lines the controller increases the perturbation
depth, and thus a stable signal transmission is guaranteed [41].

4.2

Converter Topology

As mentioned before, the ideal topology needs to fulfill certain criteria such
as bidirectional power flow and ports with different voltages. In general, every
topology in the following is able to operate in a cascaded network such as an EP
network. This means that one converter will operate in voltage control mode,
whereas the other converters will operate in power or current control mode.
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The one converter in voltage control mode then is able to transmit power, while
all the other converters are able to receive the transmitted power and to hand
the power down to a load. Therefore, every topology could be used for an EP
network, but some topologies offer advantages compared to the other topologies
as explained in the following.
Synchronous Buck or Boost Converter
A synchronous buck or boost converter is a simple topology. The converter only
consists of few active and passive components. Namely there are two active
switches, an inductor and two capacitors. Therefore, it is a robust topology.
A bidirectional power flow is possible between both available ports. For this
topology the duty cycle of the switches controls the power flow. No galvanic
isolation between both ports is present. Therefore, EMI can easily penetrate
from one port to another. It is possible to add some ports to the topology, and
thus a multiple-source mixer for DC power packet dispatching is created [43].
Furthermore, a synchronous buck or boost converter is a hard-switched topology, and thus the efficiency for high-power operation will drop. Depending
on the power level the use of wide-bandgap power devices is not possible, since
no modules for higher power levels than 400 kW are commercially available yet.
Recently, the synchronous buck or boost converter has been used for prototype
EP networks [35], [36], [37], [39], [40], [42], [43].
Phase-Shifted Full-Bridge Converter
A phase-shifted full-bridge converter (PSFB) is a more complex topology for
a DC/DC converter. For a single-phase converter it consists of eight semiconductor devices, two capacitors, two inductors and a transformer to establish a
galvanic isolation. As a resonant topology one of the inductors and one of the
capacitors build a resonant tank. While the converter operates with a switching
frequency higher than the resonant frequency of the resonant tank the topology operates in zero-voltage switching condition. This means that the turn-on
loss of each semiconductor device is reduced substantially, and thus the efficiency of the converter increases. Additionally, with the use of wide-bandgap
semiconductor devices the losses are even smaller for the same switching frequency. The phase-shift between both phase legs at the converter input side
controls the power flow. A communication link is possible with the use of PSK.
Therefore, with a switching frequency above the resonant frequency an energy
packet source with a high efficiency is possible. Also, the voltage ratio between
the primary and the secondary side is adjustable via the winding ratio of the
transformer. A bidirectional power flow is not possible since at the secondary
side only diodes are in use to rectify the voltage of the high-frequency AC link.
The concept of PSK with full-bridge converters, and thus as a part of an energy
packet network is currently under investigation [41].
Dual-Active Bridge Converter
A dual-active bridge converter (DAB) is quite similar to a full-bridge converter.
Instead of the diode rectifier at the secondary side the DAB consists of another
full bridge of self-commutated switches at the secondary side. Additionaly,
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when using the leakage inductance of the transformer as an energy storage no
external inductors are necessary for the power transfer between the primary and
secondary side. In the case of the DAB the phase shift between the full bridges of
the primary side and the secondary side controls the power flow. A bidirectional
power flow is possible and the connection of different voltage levels is possible
with this topology. Additionally, zero-voltage switching operation with a high
efficiency is possible with a DAB, and thus for the use in an EP network the DAB
is a good choice for a high-efficiency connection between sources and loads of
different voltage levels. Wide-bandgap semiconductor devices can also be used
to further increase the efficiency of the DAB. A FSK method for communicaton
with DABs in a DC micro grid is already published [38]. Although not yet
available in the literature, a PSK should be possible considering that a phase
shift controls the power flow for this topology.
Multi-Active Bridge Converter
A multi-active bridge converter (MAB) is a DAB with more than two ports.
With multiple ports it is possible to connect sources, loads and even energy
buffers in the form of super-capacitors at one node point to a DC grid. Every
port can have a different voltage level and a bidirectional power flow is possible
between every port. Additionally, the power flow is controlable directly and
independently for each port. Although a PLC system has not been tried for
an MAB yet, a PSK aproach should be possible with an MAB, but the interference between different ports during simultaneous PSK operation needs to be
investigated. Nevertheless, an MAB is an interesting topology for a future EP
network [44–47].

4.3

Conclusion

There are plenty of topologies available for an EP network, but only few topologies are currently used to demonstrate the principle of PLC necessary for that
network. Table 1 shows the current research for power-line communcation regarding the topology.
Table 1: Current converter research for power line communication
Buck/boost

PSFB

DAB

MAB

Additional circuit

X

X

X

X

DC link variation

X

X

X

X

FSK

X

X

X

X

PSK

X

X

X

X

All the mentioned topologies are able to operate in an EP network. For
cascaded operation one of the converters will operate in voltage control mode,
while the other converters operate in power control mode. Nonetheless, to
minimize the effort and for fast prototyping usually a first approach uses simple
topologies like a synchronous buck or boost converter. But this topology is not
preferrable due to missing galvanic isolation.
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Although galvanic isolation is provided by the PSFB, the unidirectional
power flow limits the flexibility of the implementation of the PSFB as a power
router. DAB offers a high efficiency and a higher flexibility in the implementation of an EP network due to the bidirectional power flow capability and the
galvanic isolation via the AC-link transformer. With a DAB, two systems of
different voltage levels can be linked.
With more ports than just two, the DAB becomes an MAB. The MAB
has the advantage compared to the DAB that multiple sources, loads, energy
buffers or DC buses connect to the same routing point. Therefore, with all the
prior mentioned advantages of the DAB, the MAB is a suitable converter for
an EP network routing point. Nevertheless, no PLC method for an MAB is
under investigation so far, but a PSK approach should be possible due to the
availability of a phase-shift for power control. The only weak spot of the MAB
as an energy router is the increasing complexity in control and design for the
increasing number of ports. Table 2 summarizes the properties of the different
topologies.
Table 2: Properties of the different converter topologies for an EP network

5

Buck/boost

PSFB

DAB

MAB

Simple topology

X

(X)

X

X

Bidirectional power flow

X

X

X

X

Galvanic isolation

X

X

X

X

Multiple ports

(X)

X

X

X

Router Energy Management

The increasing complexity of the energy system makes control becoming even
more difficult, so traditional approaches are no longer suitable. Therefore, the
formulation of the optimization problem for the Energy Internet (EI) is currently an important research topic and is pursued with various approaches. An
approach known as the Packetized Energy Management (PEM) [56] is based on
the exchange of energy in packets due to time discretization. The integration of
energy storage systems plays an important role in EI and PEM and is studied in
many aspects, such as peak-load shifting, primary frequency control as well as
the integration of renewable energy sources. This chapter presents approaches
for the energy management problem in the EI and the concept of PEM. In this
context, a focus is placed on the integration of energy storage systems into the
energy management system and the resulting advantages.

5.1

Energy Management Problem in the Energy Internet

The EI is a hybrid energy network, which lays the theoretical foundation to
coordinate the exchange of energy among different sources and loads. This
represents a new approach to respond to the increasing complexity of energy
systems by integrating the Internet concept into the energy sector. EI is an extension of the approach of smart grids by providing an internet-based exchange
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of information and energy which makes it possible for many different actors
and end-users of an energy system to exchange energy with each other. This
includes all areas of an energy system, such as distributed and central energy
storage, renewable energy sources, industrial and domestic prosumers as well as
electric vehicles [48]. A system that coordinates the energy exchange between
prosumers is one of the main goals of the EI.
In the EI, a large number of distribution systems for energy supply and
energy storage are interconnected. Every end-user has energy generation and
storage systems, so that they are not only energy producers but can also sell
energy to other end-users for example by discharging the storage units [49].
Usually, the energy management problem (EMP) is described as an optimization problem. Various approaches have been developed for this purpose,
which can be divided into centralized and decentralized or distributed optimization approaches [50].
Centralized approaches are based on the use of a central controller that
manages all information and data exchange within the system. Using microgrids
as an example for centralized optimization approaches, all information relating
to energy resources and energy requirements within the microgrid as well as
information from forecasting systems that enable an estimation of the generation
of renewable energies are sent to the Central Microgrid Operator (CMO), which
determines the utilization of the facilities and the energy distribution within the
system [51]. Centralized approaches have the advantage of obtaining the optimal
solution for the overall system, but as energy systems are becoming increasingly
decentralized, many problems arise for centralized approaches which result in
particular from the enormous data transfer [52]. Moreover, the central approach
requires operators of decentralized systems to disclose information about their
system, which endangers privacy.
In contrast, decentralized approaches are more robust, have faster computing
times and require less communication within the entire system [50]. An example
of decentralized or distributed Energy Management System (EMS) is the use of
Multi Agent Systems for the control of microgrids. Depending on the current
demand and cost situation, the individual microgrid agents generate requests
and/or sales offers which are then sent to a CMO. Based on these requests,
the CMO determines a defined operating procedure of the microgrid for the
next period [51]. The decentralized approaches already developed for microgrid
and smart grids can be divided into two groups, depending on whether or not
demand response is taken into account. Contrary to the regulation of smart
grids, the EMP for the EI is much more complex.
Figure 6 shows the structure, the features and the benefits of the energy
management framework of EI as represented by Zhang et al. [50]. This introduces the concept of the energy body, which can be understood as an integrated
energy unit that has different functions and can perform various roles simultaneously. The term “energy body” is used here as a generic term for a wide variety
of distributed energy suppliers and/or energy consumers [50]. Depending on the
type of energy, the different energy resources of energy devices can be divided
into the following four classes:
• Power-only devices: distributed renewable generator (DRG), distributed
fuel generator (DFG), distributed power storage devices (DPSD);
• Heat-only devices: distributed renewable heating device (DRHD), dis21

tributed fuel heating device (DFHD), distributed heat storage device
(DHSD);
• Distributed combined heat and power device (DCHP);
• Distributed gas producer (DGP).
In addition, the energy loads of the energy devices are classified into three
groups, thermal load, power load and gas load, where each load has a share
of controllable load and must-run load. Each energy device comprises one or
more types of energy resource or load. In this concept, energy devices are, for
example, single households or a whole smart grid. All energy bodies are in
peer-to-peer position.

Figure 6: Structure, features and benefits of the EI [50]
Zhang et al. [50] formulate the energy management problem as a distributed
nonlinear coupling optimization problem, which can be solved by a distributedconsensus-ADMM (Alternating Direction Method of Multipliers) algorithm. This
algorithm is a completely distributed algorithm that only requires local communication and calculation between nodes, without a central controller.
Teng et al. [53] use the term “we-energy” to describe a new energy entity on
the EI. We-energy is similar to the energy devices listed, since energy consumers
and producers are also combined. As a large number of we-energies are contained
in the EI, a multi-agent system-based power trade strategy is proposed which
includes the following four agents:
• We-Energy Agent (WEA);
• Traditional Major Energy Supplier Agent (TMESA);
• Load Agent (LA);
• Energy Router Agent (ERA).
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The distributed power trade strategy is shown in figure 7. This approach is
based upon distributed optimization theory and aims to achieve a reasonable
bidding price for the we-energies in the system. For this purpose a four-set
process is used which maps the communication between agents (see figure 7).

Figure 7: Distributed Power Trade Strategy Based on Distributed Optimization.
[53]
Due to the enormous data transfer that results from the use of EI and the
large number of devices involved, powerful processing resources are required.
Especially the increasing number of devices can cause latency problems, which
can be problematic for some devices within the EI. Shahryari et al. [48] propose
the use of cloud systems in combination with fog computing as a solution approach. Fog computing is used as a layer between the EI layer and the cloud
layer in order to reduce data transfer to the cloud while allowing preprocessing
of the data in case of latency limitations. Figure 8 shows the architecture model
supporting the IoT-platform based on cloud and fog computing.

Figure 8: Architecture supporting the IoT platform based on cloud and fog
computing [48]
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5.2

Packetized Energy Management (PEM)

Packetized Energy Management (PEM) is a new approach to solve the energy management problem in the Energy Internet. In this context, the term
“packetized” refers to a temporal quantification of energies in a fixed time interval based on binary information [54]. Energy can either be requested or
provided by a participant for a fixed amount of time (packet length) according to the current demand situation. The energy consumption and production
of distributed energy resources is coordinated by a central control entity that
manages requests for energy packets and either authorizes or denies them.
Figure 9 shows the infrastructure and interactions needed to realize PEM as
proposed by Almassalkhi et al. [54]. This approach can be used for various systems, in particular for thermostatically-controlled loads (e.g. air conditioning
systems, water heaters), non-thermostatic conditionally-controlled loads (e.g.
compressors, batteries) and bi-directional distributed energy storage systems
(e.g. batteries), and has already been documented in a patent application publication [55].

Figure 9: Cyber-physical infrastructure needed to realize PEM [54], [55]
Electrically powered, distributed thermostatically controllable loads (TCL)
can be adapted to the available supply by dynamically regulating the aggregated
loads due to their internal energy storage facility [56]. Control of thermostatically controlled load must ensure the Quality of Service (QoS), autonomy and
privacy. With the packetized energy management scheme, each TCL stochastically requests permission to switch on for a certain time and the overall system
is coordinated in such a way that incoming requests are rejected if there is an
excess of load. Figure 10 shows exemplarily the operation of a water heater under packetized energy management. As long as the temperature is in the range
between minimum and maximum permissible temperature, the water heater
participates in the PEM. In order to illustrate the behavior of the water heaters
under PEM, several periods with different boundary conditions are considered
in figure 10. In the first period, there are no restrictions on the network; therefore, loads are requested stochastically or not requested at all. If the requests
of the hot water heater over a longer period were not accepted the temperature
exceeds the limits and the water heater leaves the PEM. This is also shown in
the state machine on the right-hand side, if the temperature is too high, the hot
water heater is switched off, whereas if the temperature is too low, the hot water
heater is switched on. Not participating in the PEM of a component guarantees
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the quality of service. By leaving the PEM, the component can be controlled
in such a way that the condition is again within the required operating range.
This prevents inadmissible operating states. Based on the local temperature
state of the water heater the probabilities to assume a state and the respective
epoch length is determined.

Figure 10: Water heater managed by PEM [56]
Almassalkhi et al. [56] present a real-time adaptable approach to managing
TCLs that both fulfills the requirements of the grid and guards the privacy of
users, as no explicit knowledge of the state of a specific TCL is required [56].
This approach is examined using an example with 1000 hot-water heaters by
comparing different control schemes. The frequency of requests is determined
by the temperature and increases exponentially with the distance to the upper
temperature limit value. This means that the closer the temperature of the
TCL comes to the lower temperature limit value, the more frequently a request
is made. The results show that PEM is able to track the reference signal without optimization, load prediction or reference signal prediction. The average
tracking error for coordinated PEM in this study for different control times is
less than 2% for PEM and thus has a significantly smaller deviation from the
reference signal than standard hysteretic TCL control logic and the uncontrolled
PEM. The quality of the signal tracking also depends on control times and the
packet length.
Zhang et al. [54] examine the influence of the packet length and show that a
small packet length can help to make energy distribution fair to a large number of
consumers in a situation where resources are limited. Therefore, they examined
the sensitivity of the Mean Waiting Time (MWT) and the Total Waiting Time
(TWT) for the package length. An analytical expression of the MWT was
derived and used as a function of the packet length. It is shown that, with shorter
packet lengths, the MWT of the individual devices for packet authorization can
be reduced, while at the same time the TWT for reaching the required energy
quantity remains the same in comparison to the traditional energy distribution
protocol.
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5.3

Energy Storage Integration

The integration of energy storage into the EI is of particular importance and
is therefore being researched under various aspects. The tasks and advantages
arising from the integration of energy storage into the EI, which are currently
being researched, can be summarized as follows:
• Peak-load shifting;
• Grid stability and efficiency;
• Integration of renewable energy sources;
• Improvement of microgrid control;
• Primary frequency control of main grid;
• Reduction in the consumption of fossil energies;
• Minimization of energy costs; and
• Maximizing of energy savings.
Chung-Chen et al. [49] examine the problem of peak-load shifting in the Internet of Energy with an energy market between end-users with the objective of
minimizing the total energy costs of end-users. Peak-load shifting refers to load
balancing in the main network and thus exceeds the exchange of energy packets
in a local area. Nevertheless, peak-load shifting is an essential challenge, so looking at the interaction with the main grid is an aspect that could also be studied
within the framework of PEM in the future. Figure 11 illustrates the proposed
EI framework in which central energy storage units of large power plants, as
well as distributed energy storage units of end-users, are used for shifting of
load peaks. The energy demands of end-users are detected by smart meter and
communicated to the control center, which determines the energy distribution in
the system according to the respective demand situation. During off-peak load
periods, energy is stored by charging the end-users’ storage facilities. The low
energy prices during this off-peak period are used to generate financial benefits
for end-users. Stored energy can be discharged during peak-load periods, where
end-users can sell the stored energy to other end-users. The total amount of
energy consumed in the energy system remains the same, only the energy consumption times of the individual users are reallocated. An optimization solver
is used for the redistribution of energy within the system and the scheduling of
charging and discharging.
It is shown that energy trading in the EI between end-users can help to
reduce peak loads and shift peak-load periods. In addition, the charging of the
storage facilities during off-peak periods leads to an increase in the minimum
load in the system and to less fluctuations in the overall load curve.
Zhao et al. [57] define two main roles of energy storage units in the Energy
Internet: ensure grid safety and efficiency (generating, transporting, distributing and using must be balanced), improvement of microgrid operation through
charging and discharging control strategies. The use of storage devices can reduce the peak load and thus enable supply units to be designed with smaller
capacity and reduce the need to operate them in the partial load range. This
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Figure 11: Illustration of the EI framework with peak-load shifitng [49]
increases the efficiency of energy supply. Therefore, energy storage facilities contribute to reducing the consumption of fossil energies, minimizing the energy
costs and maximizing the energy savings. Many studies focus on minimizing
energy costs for end-users, which is why energy costs are often used as a target
value for optimization.
Ning et al. [58] present an approach in which storage technologies are integrated into the concept of the Energy Hub as an important part of the we-energy
and Energy Internet. The objective of this study is to minimize the total energy cost of an energy hub by including storage technologies. An energy hub
is defined by a series of energy carriers and uses various energy flows as inputs
and outputs [58]. The traditional representation of energy flows in this concept
includes only the incoming and outgoing energy flows, the consideration of storage technologies is therefore very difficult. For this reason - i.e. Storage Control
- the traditional power flow expression of the energy hub is extended by also
taking into account changes within energy storage devices and the influence of
storage states on the energy flow output of the Energy Hub. When integrating
storage units into the EI and energy hub, the technical boundary conditions of
the storage units must be taken into account. For this purpose, the maximum
capacity of the storage units as well as the maximum charging and discharging
rates for each storage device is described [58], [50]. The charging and discharging status is determined for each storage system in the previous period using
dynamic cost functions. During each period in which the energy price is low
enough, the storage system shall be charged, if the energy price is high, the
storage shall be discharged [50].
For electricity storage units, Ning et al. [58] define four different operation
modes based on the tendency of price change (close, discharging, maintain,
charging). The control of thermal storage and gas storage is carried out in two
operating modes, charging and discharging. The charging and discharging of the
storage devices with energy is based on limit values for the respective energy
costs.
Zhang et al. [50] classify storage systems into distributed power storage de-
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vice (DPSD) and distributed heat storage device (DHSD). The control strategy
of the storage technologies differs for electricity storage and for heat and gas
storage, because the price signals and the grid states change at different time
scales [58].
The study of Ning et al. show that storage systems with new control strategies without forecasting within the energy hub can significantly reduce absolute
energy costs. For this purpose, they compare the energy costs of an energy
system with a high proportion of solar power and wind energy with and without integration of energy storage devices into the energy hub. As a result, the
integration of energy storage in the energy hub has led to a reduction in energy
costs of almost 23%.
Falabretti et al. [59] investigate the use of electrical storage systems with
regard to the primary frequency control. Therefore, the so-called IoT Lab of
Politecnico di Milano was built, which allows the experimental testing of IoT
algorithms for smart user applications. This laboratory’s goal is to provide a
large-scale IoT system to acquire knowledge from the field to identify critical
aspects of Smart Home and Smart Building environments and to determine the
opportunities provided by distributed energy storage systems (ESS) in the scenario of IoT. Falabretti’s research focuses on the use of electrochemical energy
storage systems (lithium-ion cell) for the service of primary frequency control.
The investigations show that sizing electrical storage devices for use in controlling the primary frequency is challenging. The factors that must be taken
into account for dimensioning energy storage systems are in particular the actual operating conditions (C-rates) and the state of charge (SoC). These factors
have a great influence on the energetic efficiency of the ESS technology and the
economic profitability of the system.
Frolik et al. [55] compare the operation of virtual power plants (VPP) with
homogeneous and heterogeneous loads. The homogeneous VPP contains 1500
TCLs, the heterogeneous VPP comprises 1000 TCLs and an additional 250
plug-in electric vehicles and 250 battery storage units. The study compares
the ability of the two VPPs to track a signal consisting of steps, periodic and
ramp changes. The comparison shows that the heterogeneous VPP achieves
significantly better results in tracking the signal, in that the root mean square
tracking error of the homogeneous system is four times greater. In addition, the
diversity of the distributed energy sources leads to an increase in the quality of
the service.

5.4

Conclusion

The formulation of the optimization problem for the Internet of Energy is currently an important research topic and is pursued with various approaches. Most
of the work is based on distributed optimization approaches such as distributedconsensus-ADMM algorithms [50] or multi-agent system-based power trade strategies [53]. Packetized Energy Management is based on the exchange of energy
in packets due to time discretization. Every participant in energy management
can request or provide energy in the form of energy packets. Communication
takes place by a central control unit, which either authorizes or denies these
requests. By managing the anonymous requests, PEM also ensures quality of
service, autonomy and privacy [56]. The central management of energy packets
enables energy management without optimizing, load prediction or reference sig28

nal prediction. Several studies have shown that the PEM is capable of tracking
reference signals very well [56], [55]. Storage facilities play a central role in PEM,
as they not only consume energy but can also provide it. For this reason, they
are important components in connecting various system components and enable
end-users in particular to participate in the energy market. End-users can sell
the stored energy to other users at a later time, thus reducing energy costs. For
the entire energy system, energy storage facilities offer advantages in terms of
peak-load shifting, integration of renewable energy sources, grid stability and
efficiency, primary frequency control as well as reduction in the consumption
of fossil energies. Overall, Packetized Energy Management is a very promising
concept, especially as end-users can participate and gain financial benefits without compromising privacy and quality of service [55], [56], [58]. Nevertheless,
there is still a great need for research, especially with regard to the fundamental
limits of control and stability of the PEM concept [56]. Moreover, the concept
has so far only been demonstrated in systems in which a limited number of
energy system components have been considered. Especially the interaction of
different storage technologies and energy producers and consumers in PEM is
a major field of research. Furthermore, the dimensioning of storage systems is
a decisive research task for example for the purpose of primary frequency control [59]. New solutions are also needed to implement the communication and
the enormous data transfer that comes with EI.

6

Technology Adoption and Business Model

The introduction of packET may lead to, and will depend on, new market
designs as now energy is directly a packet and could be easily merged with
blockchain technology enabling direct peer-to-peer (P2P) trading. From this
point of view, we assess individual factors that influence the integration of such
a market model. This part has two decisive steps that aim to give an outlook on
the possibilities of market implementation: The first one is about predictions
for a possible technological adoption and market diffusion. The second deals
with inconsistencies related to the current legal situation arising from the use of
blockchain as well as concerns about grid security if a bottom-up approach like
packET is actually to be applied. For the former we have a look back on the
adoption and diffusion of the Internet, as there are some significant conformities
given the fact that packET is possibly considered to be run on a blockchain
basis. In addition, we also investigate adoption behavior and market diffusion in
general telecommunications. The latter is scrutinized by summarizing cognitions
from recent reports about smart markets and their collision with present legal
conditions. Both aspects are then taken into account in order to be able to make
statements about the framework conditions under which a possible business
model could be implemented.

6.1

Adoption and Diffusion

The merits of a technological innovation to society comes only with its spread
in the market and not with its research, development and demonstration, which
is only a pre-condition. To properly understand the diffusion dynamics to be
expected is thus paramount. Using economic theory, this can then also be used
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to guide policy-makers on how to incentivize a diffusion process that is optimal
from a social welfare perspective (i.e. a process that is not too fast and not
too slow.1 Modeling the diffusion of the elements of an Energy Internet architecture requires the development of new kinds of diffusion models that are able
to capture the complexity of such a system and also its interrelation with the
established energy system. Policy-makers need to be equipped with tools that
enable them proactive policy-making and regulation. The aim is thus to indicate
which components require special attention in the development of such tools,
based on economic theory, as well as practical experience gained in other sectors
(e.g. telecommunication) where the use of ICT has been heavier already than in
the energy businesses. Almost everyone has heard the claim that the blockchain
will revolutionize business and reshape companies and economies. Although the
enthusiasm for its potential is understandable, it should be viewed with caution.
It is not just security issues that are a concern but from our experience with
technological innovation we are aware that if there is to be a blockchain revolution, many barriers – technological, governance, organisational and even social –
must be reduced. In the following, we take a closer look at the blockchain technology to ensure that we understand the possibilities but also the obstacles it
poses for packET. Once we have introduced the mechanism behind blockchain
we embark on processes of adoption and diffusion and try to derive insights
from historical experience regarding technical change. This is then followed by
a discussion regarding the many barriers packET is facing that result from a
potential use of blockchain.
Basics and Operating Principle of Blockchain
Blockchain, introduced in October 2008 as a part of a proposal for bitcoin,
is a P2P network based on the Internet. Just like TCP/IP enabled bilateral
messaging (email), blockchain enables bilateral transactions (e.g. using Bitcoin
currency). By dramatically lowering the cost of connections TCP/IP unlocked
new economic value. In a similar way, blockchain could reduce the cost of transactions. This means that just like the Internet has become the preferred channel
of communication, blockchain potentially could become the system of record for
all transactions [60]. Besides the tremendous time-savings blockchain eliminates
the risk of a single point of failure by being a distributed system. A central system is by definition dependent on a central instance that all participants have
to trust. If this trust is shattered or if the central authority fails, the system
collapses. Here the blockchain can unfold its decisive advantage. It does not
have a single trusted participant (node), but all nodes are generally authorized
to validate a transaction, depending on the nature of the blockchain (public
or private). The ledger is replicated in a large number of identical databases,
each of which is hosted and maintained by an interested party. Changes to one
copy result in all other copies being updated at the same time, meaning that as
transactions occur, records of the value and assets exchanged are permanently
entered in all ledgers. This makes third-party intermediaries to verify or transfer
ownership dispensable. Furthermore, by all valid transactions being written in
the blockchain they are made available to all nodes. This creates a high degree
of transparency and makes it easier to track transactions. Due to its properties,
1 Diffusion can be too fast, for example, if the technology is still immature or very expensive.
It may be too slow if benefits from using a superior technology or system are forfeited.
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the blockchain can represent an efficient P2P transaction platform [61] which
has the potential to provide a commercial basis for packed energy transmission.
There are two different types of Blockchains: Public and Private (Fig. 12).
Most popular blockchains are public ones, such as Bitcoin or Ethereum. Private
blockchains are easier to control and more powerful, but they lose the valuable
advantage of no longer eliminating the risk of the single point of failure. In
private blockchains a central instance checks the access requirements of the
participants and has access to all private keys to uniquely identify them. This
nullifies a major security advantage of the blockchain technology.

Figure 12: Public vs. Private Blockchain [61]
In a world where blockchain takes place, contracts are embedded in a digital code and stored in transparent, shared databases. They are protected from
deletion, tampering and revision. In this scenario, every agreement, every task,
every process and every payment would be traceable by having a digital record
and signature. Individuals, meaning not only private persons or organisations
but even machines, could freely transact and interact with one another with little friction [60]. This is the immense potential of blockchain. In the context of
a potential business model for packET, blockchain could take the role of a connected P2P platform on which, for example, a private renewable energy plant
could satisfy its neighbors demand by automatically selling their excess electricity. This would lead to a much more cost-efficient utilization of domestic solar
PV or combined heat and power (CHP) plants. Modern prosumers could fully
automatically trade electricity by using blockchain technology. Nevertheless,
disadvantages of public blockchains such as high energy consumption, complex
management of authorizations and the unforeseen effects of market regulation
on decentralized control systems are on the contrary and are discussed farther
below.
Lessons from the Internet
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To get a feeling for the potential adoption, diffusion and transformation processes of blockchain, we take a look at the history. Probably the most relevant
and also comparatively suitable example is distributed computer networking
technology, seen in the adoption of transmission control protocol/Internet protocol. TCP/IP laid the groundwork for the development of the Internet [62].
Iansiti and Lakhani [63] developed a framework that should help to orientate in
the questions of technical development. For now, however, we do not elaborate
on this, but it is still worth mentioning that an innovation is divided into four
stages of technological development - single use, localization, substitution, and
transformation. A more detailed explanation of the framework will be taken up
later on.
Single-use
“Introduced in 1972 TCP/IP turned the current telecommunication architecture, that was based on circuit switching, on its head. The new protocol transmitted information by digitizing it and breaking it up into very small packets,
each including address information. Once released into the network, the packets
could take any route to the recipient. Smart sending and receiving nodes at the
network edges could disassemble and reassemble the packets and interpret the
encoded data. There was no need for dedicated private lines or massive infrastructure. TCP/IP created an open, shared public network without any central
authority or party responsible for its maintenance and improvement.” [63]
Localization
“During the late 1980s and 1990s, a growing number of firms, such as Sun,
NeXT, Hewlett-Packard, and Silicon Graphics, used TCP/IP, in part to create
localized private networks within organizations. To do so, they developed building
blocks and tools that broadened its use beyond e-mail, gradually replacing moretraditional local network technologies and standards. As organizations adopted
these building blocks and tools, they saw dramatic gains in productivity.” [63]
Substitution
“TCP/IP burst into broad public use with the advent of the World Wide Web
in the mid-1990s. New technology companies quickly emerged to provide the
”plumbing”–the hardware, software, and services needed to connect to the nowpublic network and exchange information. Netscape commercialized browsers,
web servers, and other tools and components that aided the development and
adoption of internet services and applications. Sun drove the development of
Java, the application-programming language. As information on the web grew
exponentially, Infoseek, Excite, AltaVista, and Yahoo were born to guide users
around it. Once this basic infrastructure gained critical mass, a new generation
of companies took advantage of lowcost connectivity by creating internet services
that were compelling substitutes for existing businesses.” [63]
Transformation
“The ability of these newcomers to get extensive reach at relatively low cost
put significant pressure on traditional businesses like newspapers and brick-andmortar retailers. Relying on broad internet connectivity, the next wave of companies created novel, transformative applications that fundamentally changed
the way businesses created and captured value. These companies were built on
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a new peer-to-peer architecture and generated value by coordinating distributed
networks of users.” [63]
It took more than 30 years for TCP/IP to go through all these phases, but
in the end it has revolutionized our economy. At present, more than half of
the world’s most valuable public limited companies now have Internet- and
platform-based business models [64].
Preferences and Patterns
Considering the development of the Internet, it is reasonable to assume that
blockchain-related transformation of business is still many years away. That is
because blockchain is not a disruptive but a foundational technology which has
the potential to create new foundations and have an enormous impact on our
economic and social systems [63]. At this part, the reader should bear in mind,
that packET could be a specific, rather advanced application of the blockchain
technology, as the packed energy could easily be merged with blockchain technology enabling direct P2P trading. We deal with blockchain in a general manner,
but draw conclusions and consequences for blockchain-related packET business
models at appropriate points.
History suggests that two dimensions influence the development of a foundational technology and its business applications. The first is novelty, which
describes the degree to which an application is new to the world. The higher the
novelty, the more effort will be required to ensure that users actually understand
what purposes it serves. The second dimension is complexity. Complexity is a
term used to represent the level of ecosystem coordination involved, meaning the
number and diversity of parties that need to work together in order to produce
value using a specific technology. The before-mentioned framework [63] maps innovations against these two context-sensitive dimensions. By this we obtain the
four afore-mentioned stages of technology development (Fig. 13). “Identifying
in which quadrant a blockchain innovation falls into shall help executives understand the types of challenges it presents, the level of collaboration and consensus
it needs, and the legislative and regulatory efforts it will require” [63]. Further,
the map is intended to suggest what kind of processes and infrastructure must
be established to facilitate the innovation adoption.
We dispense the presentation of all quadrants here since packET is a smart
contract-like application and therefore only the quadrant of the transformation
is of relevance for our task. From a layman’s point of view, however, packET
could possibly also be classified as a substitution. Explanations of the other
quadrants can be found in The Truth About Blockchain [63].
Transformation:
“Completely novel applications fall into this quadrant that, if successful, could
change the very nature of economic, social, and political systems. They involve
coordinating the activity of many actors and gaining institutional agreement on
standards and processes. Their adoption will require major social, legal, and
political change. ”Smart contracts” may be the most transformative blockchain
application at the moment. These automate payments and the transfer of currency or other assets as negotiated conditions are met. For example, a smart
contract might send a payment to a supplier as soon as a shipment is delivered.
A firm could signal via blockchain that a particular good has been received [...]
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Figure 13: Matrix representing the stages of technology development [63]
that, in turn, triggered a payment. We’ve already seen a few early experiments
with such self-executing contracts in the areas of venture funding, banking, and
digital rights management. The implications are fascinating. Firms are built
on contracts, from incorporation to buyer-supplier relationships to employee relations. If contracts are automated, then what will happen to traditional firm
structures, processes, and intermediaries like lawyers and accountants? And
what about managers? Their roles would all radically change. Before we get
too excited here, though, let’ s remember that we are decades away from the
widespread adoption of smart contracts. They cannot be effective, for instance,
without institutional buy-in. A tremendous degree of coordination and clarity
on how smart contracts are designed, verified, implemented, and enforced will
be required. We believe the institutions responsible for those daunting tasks will
take a long time to evolve. And the technology challenges especially security are
daunting.” [63]

6.2

Problems and Constraints for the Diffusion of packET

Although blockchain applications like packET have the potential to achieve
significant cost reductions, increase efficiency and transform business, many obstacles currently stand in the way. In addition to solving economic and technical
issues of innovative blockchain models, the acceptance and success of blockchain
solutions in the energy sector will largely depend on how they are to be brought
in line with the legal framework. In doing so, general civil law regulations as well
as energy and regulatory requirements or data protection and IT security law
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must be considered. In relation to blockchain-based on packET we focus here
on overarching issues such as critical mass for a successful diffusion, regulation,
integration into existing systems, cyber security, and energy consumption.
Critical Mass
Rogers [65] defined diffusion of innovation as “the process by which an innovation, that is new idea, is communicated through certain channels over time
among the members of a social system”. This definition represents a direct effect of user behavior on diffusion, which has a particularly intensive effect in the
case of interactive technologies. In the diffusion of telecommunication services,
which is interactive, there are two basic characteristics that affect the rate of
adoption. The first important characteristic is the network effect, which can
be defined as the positive external consumption effect in the use of telecommunications services. The so-called direct network effect is present in two-way
networks (e.g. telephone network, Facebook, Bitcoin, packET). For these networks more adopters mean more possibilities to communicate with each other
and thus the expected value for a user correlates with the amount of other participants being connected [66]. By this condition the number of adopters itself
affects the rate of adoption. The second major characteristic arises from the
first one and is the so-called ‘critical’ mass. It is defined as “the minimal number of adopters of an interactive innovation for the further rate of adoption to
be self-sustaining” [67]. Just as telecommunications aims to enable people to
communicate with each other, a feature of a blockchain-related packET would
be to interconnect and enable automated trading of private renewable energy
between users. Figure 14 shows that the rate of adoption is usually slowly diffused in early stages for an interactive innovation. However, if the critical mass
is to be reached, adoption follows a faster growth than with a usual innovation.

Figure 14: Rate of adoption for usual innovation and interactive innovation [68]
The late take-off phenomenon in the diffusion of interactive innovations is
explained by their interactive nature. An interactive innovation is of little use
until a certain amount of adopters (critical mass) is achieved as utility is gener35

ated by the connection among other adopters. Diffusion and adoption therefore
start off slowly but rapidly gain momentum once reaching the critical mass,
as the value for new participants is increasing exponentially with the already
adopted users.
Regulatory and Legal Issues
In this section, we discuss the superordinate regulatory adjustment requirements
associated with the introduction of a blockchain-based packET business model
into existing structures. To enable network operators to effectively implement
market-related measures in the distribution network within the framework of
smart markets, schedules as well as planning data with suitable regional information must be provided by the flexibility options (based on Art. 1, 4 und 5
StromNZV) [69]. For the national implementation of European Union guidelines, directives and requirements, upcoming adjustments for smart markets
should already be considered. For example, this concerns the harmonization
of product characteristics in the spot market (day-ahead and intraday) and in
the balancing power market. However, current EU requirements on redispatch
markets in the transmission grid and the ranking of various TSO instruments
must also be checked for consistency when introducing applications like packET
in distribution grids. Since redispatch markets in the transmission grid in Germany are currently seen as critical, smart market applications in the distribution grid could represent a sensible supplement in the sense of the European
Commission’s requirements. Against the background of free market access, European coordination of smart market mechanisms seems reasonable in the long
term [70]. The introduction of smart markets first requires a reliable estimation
of the available flexibility options and the bottleneck volume by the affected distribution grid operator within the scope of grid planning. Such an estimation
would be possible within the bounds of the development of mandatory regional
grid expansion plans by the distribution system operators. These would have
to be included in Art. 11 (1), (2) EnWG [71], for example. According to civil
law, the law governing the conclusion and content of contracts, Art. 116 ff. and
Art. 145 ff. BGB [72], as well as the right of performance disruption are in the
center of consideration.
Here, the automated processing of services based on a smart contract, as
would be conceivable with packET, presents a particular challenge. With smart
contracts, a contract is automatically concluded through matching: If the predetermined conditions on price and quantity of the electricity to be purchased
or sold are in agreement, the contract under the law of obligations is concluded
with the essentialia negotii, which means the necessary minimum content, in
particular price and quantity. The exchange of services, here the “handover” of
the electricity and the payment, then takes place through an automated process.
If something goes wrong during the handover, i.e. if there is a disruption in performance, the question arises as to how to reverse the transaction. Since the
transaction in the blockchain has been concluded correctly by declarations of
intent and has been fixed in an unchangeable manner, the automatic provision
of services thus triggered cannot be easily reversed. This would require a third
instance to decide on the legality of the reversal whenever the parties cannot
reach agreement in the event of a default. In terms of energy law, participants
in blockchain-based P2P electricity trading also have a variety of obligations
that are oriented from the outset towards fully automatic processing without
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human intervention. For example, prosumer participants in blockchain-based
P2P electricity trade can be producers, suppliers and consumers at the same
time. In their role as suppliers they can become an energy supply company
within the meaning of Art. 5 EnWG by supplying household customers [71].
They must report their activities to the regulatory authority and demonstrate
their performance and reliability. They must also comply with Art. 41 EnWG
on energy supply contracts with household customers, according to which contracts must contain information on price adjustments, rights of withdrawal and
change of supplier, for example [71]. In a fully automated delivery process
based on smart contracts, the specifications for the change of supplier are also
problematic. Change of supplier today assume a possible change within days
or weeks. In an automated blockchain delivery model, on the other hand, the
supplier is potentially changed every time a smart contract is concluded, that
is each time a match is made. According to Art. 60 EEG, the prosumers in
their role as suppliers must also pay the EEG levy to the transmission grid
operator [73], and they are obliged to pay the electricity tax in accordance with
Art. 5 StromStG [74]. In a completely decentralized supply model, where there
is no central instance, the question finally arises as to who is responsible for
balancing group management and who is responsible for the overall security of
the system. Also of fundamental importance are the requirements of the IT
Security Act, which requires operators of critical infrastructure such as energy
supply to comply with certain minimum standards [61].
Cyber Security
Learning from the Internet experience, security should be considered from the
beginning as a main requirement and not be added on top later on. A major
advantage of the blockchain design is that decentralized storage of transaction
data increases security. The structure of the blockchain technology increases
security against manipulation and the technology enables better encryption of
transactions, increased data protection and a limitation of the risk of fraud.
Nevertheless, it must be said that blockchain is still in its infancy and that these
demands can only be really assessed after many years of operating blockchain
applications. However, already today incidents like the DAO (Distributed Autonomous Organization) hack have shown that blockchain is not immune to
security concerns. The reaction to the attack was a so called “hard-fork” solution, in which the blockchain is rolled back or replaced by a completely new
version. This created doubt and raises many questions about the management
and response to security problems in a blockchain community [75].
Environmental Concerns
Since the chain is continuously updated with every transaction in both public
and private blockchains, a considerable amount of data is generated. To ensure
transparency and cryptographic properties, there is no way around permanently
storing all blockchain data [61]. With each new participant and transaction,
the energy consumption will increase further. If the data volume of the bitcoin develops further to the same extent as in recent years (Fig. 15), then
blockchain volumes of several terrabytes are no longer fiction, this should indicate limits for public blockchains. Due to the decentralized data structure of
the blockchain, each full node must then make this storage volume available.
A full node stores the entire blockchain, while a lightweight node only gets the
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data of the blockchain it really needs. In turn, it “relies” on a full node that
can make all data available.

Figure 15: Development of volume of Bitcoin-Blockchain over time, 1/2009 4/2018 [76]
In the near future, at bitcoins current growth rate, the electricity demanded
by the cryptocurrency network will reach disproportionate levels [77]. Considering this development of the most popular application of blockchain (Fig. 16),
the question arises to what extent the use of blockchain technology is of actual
net benefit for packET in the long term.

Figure 16: Bitcoin Energy Consumption Index, 5/2017 - 4/2018 [78]
The actual costs of how blockchain applications will develop cannot, of
course, be fully projected today. Improvements in the technology may reduce
energy costs. As pointed out earlier there are also cost differences between
private and public blockchains. Private blockchains usually involve lower transaction costs and operate on the basis of simplified verification processes that
reduce costs, but these advantages are an exchange that entail the renunciation
of benefits of a public blockchain [75].

6.3

Key Factors and Suggestions for a Potential Market
Diffusion

Lim et al. [67] attempted to theoretically explain the late take-off phenomenon
in the diffusion of telecommunication services, which we mentioned before. Indi38

viduals vary in their willingness to take risks in adopting a new idea or product.
For interactive services, however, the heterogeneity of willingness to take risks
in adopting is lowered. Threshold models of collective behavior postulate that
an individual engages in a behavior based on the proportion of people in the
social system already engaged in the behavior [79]. Threshold in the collective
behavior is defined as the number of other people who must be doing the activity
before a given individual joins in [80]. Considered in terms of innovation diffusion, threshold is the minimum number of cumulative adopters that is needed
for prospective adopters to decide to adopt an innovation at an individual level,
whereas critical mass operates at a system level [81]. Thus, threshold can be
regarded as resistance to each individual innovation until it is reached by others.
Lim et al. [67] conclude that external influence (mass media effect) on the
diffusion of telecommunication services is rather small, whereas internal influences (word-of-mouth effect) is large. By creating a new model and analyzing
the diffusion data of the fax market and that of general consumer durables, they
found that the reason for the late take-off phenomenon resulted from the low
heterogeneity in the threshold value distribution of the potential adopters. As
noted previously, the low heterogeneity of the threshold distribution comes from
the interactive nature of the telecommunication services. Second, they found
other implications with regard to the diffusion of telecommunication services by
using a simulation approach. Cases have shown that many telecommunication
service providers sometimes resort to zero-pricing policy to promote at the introductory time. The reason for those companies to use subsidized policy for
the early adopters is to positively impact the diffusion dynamics to reach the
critical mass earlier. Several simulation results show why the zero-pricing policy
works at the introductory time [67]. The zero pricing policy at the introductory
time lowers the threshold value. Hence, this policy has an effect of raising the
probability of adopting the service earlier. Desirable competition policy varies
from market to market; it is important to analyze the most desirable competition policy in the Energy Internet market and how the diffusion of the latter
influences the most desirable competition policy in the remaining, eroding energy market.
The following deals with ideas to address certain challenges that are expected to
rise in the use of packET, if it is considered to be implemented into the market
on a blockchain-basis. This is not in any sense a complete solution but serves
merely as a first orientation and direction where further consideration should
be given. Rather we have picked properties of several pilot projects and models
to provide solution approaches for the afore-mentioned issues.
Critical Mass
As already mentioned, successful diffusion requires to reach a critical mass. It
is a necessity to bring users of the application on board in order to generate
value for all participants and thus give an incentive to potential users to also
adopt. This might require significant institutional interference. Market strategies to reach or reduce time required to reach the critical mass may include the
following [67]:
• Zero-pricing policy at the introductory time;
• Individual-to-machine service so as to reduce the initial uncertainty in the
unfamiliar activity (this, for example, could mean as long as there is not
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a sufficient number of participants to trade with, “machines” will step in
place to make sure early adopters do not suffer from any negative benefits).
• Forming the expectation that subscribership will exceed the critical mass.
System Stability
Central coordination in the electricity market is considered essential to ensure
the reliability and stability of the electricity grid. Indeed, completely decentralized trade without coordination could lead to line flows that exceed their
capacity limits and jeopardize the reliability of the system. The standard electricity market design is based on central clearing by the system operator in
order to solve an economic dispatching optimization to determine the generator
schedules and electricity prices. Uncertainty due to renewable generation leads
to a more complex economic dispatch problem and an increased need for communication between the system operator and the market participants [82]. Wu
and Varaiya [83] propose a remarkably simple fix to make the free-market style
meet-and-trade procedure respect the power system reliability constraints. The
idea is to inject a minimal amount of coordination, implemented by the system
operator, into the free trades so that the reliability is guaranteed in every step
of the trading process (Fig. 17). However, in this case a total renunciation of
the system operator as a superordinate institution is not possible.

Figure 17: Conceptual diagram for the trading process [82]
Participants trade among themselves according to terms and conditions appropriate to their purposes. Since the trades induce power flow, they must be
coordinated and supervised in order to ensure that network constraints are not
violated. The system operator accomplishes this coordination task by curtailing trades if network constraints are violated. Further, he publishes information about the network state to guide participants of how subsequent trades
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can avoid overloading congested lines. Thus the proposed market design permits flexible contracts by allowing contingent trades while the system operator
maintains power system security [82]. In today’s design the system operator
computes an efficient dispatch that respects network line constraints, but in
the proposed design the system operator is only concerned with reliability, and
the determination of an efficient dispatch is left to self-interested participants.
Potential applications of packET could rely on a similar structure as packed
energy transmission between customers is tailored to their own needs, while the
system operator could continue to ensure system stability.
Cyber Security
Wherever ICT is used, it must be protected. But why is classic perimeter security such as a firewall no longer sufficient to keep attackers out of the critical
infrastructure? When an infrastructure is widely distributed, the boundaries
fade and there is no longer an “inside” or an “outside”. It is therefore necessary
to count on attackers everywhere in the network system and recognize their
behavior in order to be able to protect oneself from them. A possible solution
is presented in the PolyEnergyNet [84] where, among others, the resilience of
the network is increased by distributed anomaly detection mechanisms. For
this purpose, a model is introduced of what the normal behavior of ICT is.
All deviations are measured and detected by continuous monitoring of the network. Such deviations or anomalies are then classified as false alarms, system
errors or attacks so that suitable countermeasures can be initiated quickly and
reliably [84]. A widespread use of packET would require similar protection
mechanisms to prevent potential misuse.
Environmental Concerns
In the environmental field, the question arises to what extent application of
public blockchains really serve a sense of purpose. With the broad application
of public blockchains, the development of new technologies may be necessary to
address problems such as data volume and energy consumption. For the time
being, it seems more reasonable to consider a private blockchain as a trading
platform for packET. However, this is at the expense of the basic idea of a true
bottom-up approach.
Possible Business Model
Due to legal and regulatory requirements, the embedding of P2P trading based
on the blockchain technology in today’s existing legal framework is currently
only conceivable in the form of a contractually agreed service model. In doing
so, a service provider, such as an energy supply company, could make the technical application of packET available to its end customers and “representatively”
ensure compliance with legal and regulatory requirements. The service provider
could, for example, take over the balancing group management and ensure the
delivery or acceptance of compensation and surplus quantities. If necessary,
he could assume further obligations that affect the prosumer in his role as a
supplier. For example, the service provider could notify prosumers who supply
electricity to other household customers of the blockchain/packET network and
are therefore subject to reporting requirements under Art. 5 EnWG as energy
suppliers to the regulatory authority by contractual agreement, for example
in the form of a power of attorney. The settlement of the EEG levy and the
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electricity tax by the service provider would also be imaginable.
Such business models would offer the opportunity to gain experience with the
opportunities and risks of the new technology within the existing legal framework. However, such a service provider model runs against the very core of the
blockchain idea, namely to create a network without a central control authority.
Nevertheless, such models could hold considerable customer loyalty potential
for the classic energy supply companies.

6.4

Conclusion

As there are many barriers that dramatically limit a sudden shift towards a
broad blockchain-based application of packET the process of adoption is expected to be gradual and steady, not sudden. The path will be characterized
by waves of technological and institutional adjustments, which will only allow
for stepwise implementations. The history of the Internet, should give a feeling
of how long it takes for such a technical innovation to reach a certain maturity.
Nevertheless, it is true that blockchain holds immense potential, also in the energy sector and it is advisable to gain first experiences in this field. At this point
in time, however, projects like packET will not yet be able to provide the freedom that one would like in theory. Projects and actors will still have to rely on
the system operator as a key figure. This is partly due to the reasons of system
stability, but also to legal issues in the trade segment. Furthermore, environmental impacts are a serious issue to consider. Without knowing reasonably
about the subsequent effects, a system change could result in the opposite of
what had been the goal. Ultimately, it is also necessary to provide an incentive
for potential customers to embrace such a technical innovation. There must be
added value; but especially in the initial stages of an interactive technology this
is a particular obstacle. In summary, the idea of an completely independent
blockchain-based packET implemented in present structures faces significant
non-technical barriers in several places. Nonetheless, market models based on
blockchain technology are also conceivable for packET. A first compromise could
be as follows:
• Subsidized entry to attract early adopters;
• Private blockchain to gain first experiences without a complete revolution;
• System operator remains a superordinate authority in order to guarantee
network security and avoid confrontations with the current legal situation;
• Suitable monitoring systems for the detection of network attacks.
From there, market penetration could be achieved through gradual adjustment. Figure 18 represents what an exemplary step-by-step implementation
could look like.

7

Future Research

The literature review that has been realized in this report has highlighted how
power electronics converter, grid automation, energy management systems and
business model should be modified to support the new vision. All the different
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Figure 18: Iterative integration of blockchain applications in the energy sector
chapters have shown different challenges that should be addressed in order to
transform the energy system in a packet-based configuration.
The transmission of the information superimposed on the power signal, described in the first chapter, seems to be a very interesting solution to synchronize
the data to perform the correct routing of the packets. However, both the FSK
and the PSK suffer from Multiple Access Communication, given that they realize single carrier modulation. Moreover, they suffer from the signal attenuation
associated to the grid impedance. Therefore, it seems to be very important
performing a future research in this direction, and testing the physical implementation of the different modulation techniques applied to different converter
technologies. This would help understanding which modulation technique and
converter topology could be more suitable for the realization of the Energy
Packet routing.
As highlighted in the second chapter, there are no relevant control and automation solutions that have been already applied to the energy packets. This
represents already quite an important challenge, given that the existing solutions would be completely transformed. All the techniques that have been
applied to the electrical grid, either in connected or isolated mode, consider a
continuous flow of power. This is obviously not valid in the proposed vision,
where quantized packets of energy are asynchronously stored and forwarded to
other nodes. In this new approach, the elements that should perform the control of the grid continuously change and therefore the grid topology is modified
each time a node is connected or disconnected to perform the packet dispatch.
Future research could investigate how the control strategies would be modified
in an electrical system where the communication structure and grid topology is
time-varying, how this could impact the stability of the whole system and which
effect this will have in the management of the wider area.
The third chapter has shown how Packetized Energy Management is a very
promising concept, especially as end users can participate and gain financial
benefits without compromising privacy and quality of service. Nevertheless,
there is still a great need for research, especially with regard to the fundamental
limits of control and stability of the PEM concept. Moreover, the concept has
so far only been demonstrated in systems in which only a few different energy
system components have been considered. Especially the interaction of different
storage technologies and energy producers and consumers in PEM is a major
field of research. Furthermore, the dimensioning of storage systems is a decisive
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Figure 19: Envisioned laboratory architecture
research task for the purpose of primary frequency control.

8

Possible Laboratory Architecture

The purpose of this chapter is to give some guidelines for a first prototype implementation of the EI, as described in Figure 19. The figure depicts a system
composed of 4 nodes connected by means of an electrical grid and a communication structure. As described in the Chapter 3, the DC system seems to be
a good candidate for realizing the first prototype, given that the transmission
of the information associated to the energy packet could be implemented more
easily. The power rating of the converters can be kept quite small and the voltage level quite low, since in a prototype implementation there is no need for
testing high power converters but rather prove the proposed concept. For this
reason it could be reasonable considering power converters below 1 kW with 100
V of voltage output level, such as described in [85], [86]. In this sense, as a first
application, a simple combination of buck and boost DC-DC converters could
be used connected to a battery, a constant voltage source or a load. All of them
should be connected to the same voltage bus that represents the communication
channel for data transmission among the nodes.
The local controller should directly command the switches of the converter
and in the case of performing the power signal dual modulation they should
also modulate the PWM for transmitting the data. A possible example of
local controllers that could be used are the single board RIO from National
Instruments, a compact single-board controller with an integrated linux realtime operative system and a user-reconfigurable FPGA [87]. These devices can
also communicate by means of the communication protocols with a supervisory
controller that can orchestrate the whole system. The supervisory controller
could be a normal PC or eventually a Raspberry PI, i.e. a low cost singleboard computer embedded with linux operative system [88]. The supervisory
controller could be interfaced to external real-time simulators or even external
laboratories by means of a server running the VILLAS software. VILLAS is
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an open source software able to provide a flexible interface among real-time
simulators locally distributed [89] [90].
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